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Keeping systems up-to-date per manufacturer's... IEEEEEEEEEEEEEE——————— 63%

Means of detecting and responding to malware at...

Strong password policy (e.g. periodical password...

Security protection services for the enterprises' email...
URL filtering by means of firewall, Secure Web...
Control over access to enterprises' network, by user...
Authentication of Sender ID (DMARC) for handling...
User malware download prevention (e.g. Firewall,...
Use of operating systems and applications which are...
Periodic recovery tests to ensure proper recovery if...
The enterprise has a virtual private network (VPN) to...
File typing of attachments (e.g. DOC, DOCX, PDF) to...
Data, files and email encryption
Security checks (e.g. system invasion attempts,...
Use of Multi Factor Authentication
Specifications regarding disaster recovery protocols...
Biometric identifiers (e.g. fingerprint, facial or voice...
Conducting a periodic survey on cyber security risks

Cyber insurance
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Chart 16 - Percentage of enterprises,
by type of security measure
implemented
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Percentage
security measure UL NNLAX 'VXNKX 210
Cyber insurance 11% 12''0 NI
Conducting a periodic survey on cyber
security risks 17% 'M9IFN 120 112'0 170 NI
Biometric identifiers (e.qg. fingerprint,
facial or voice recognition) 17% D''"UNI D'NTN
Specifications regarding disaster
recovery protocols (e.g. RTO, RPO) 19%| DN'Nn NIYYIRND NI'TA DNTAN
Use of Multi Factor Authentication 19% MI12-210 NIN'X [0 WIn'Y
Security checks (e.g. system invasion
attempts, warning system checks,
security procedure nents, etc.) 30% NNLAX NIP'TA
Data, files and email encryption 31%| 0noni 7"NIT,01M) 7¢ Mo¥N
File typing of attachments (e.g. DOC,
DOCX, PDF) to be accepted from outside D'ININD NISNXA 10 NNTAN
the enterprise ("Whitelist") 31% nanY yinn n'ap?
The enterprise has a virtual private
network (VPN) to transfer data safely
through public domains 38% N'7RIVYY N'VID NN
Periodic recovery tests to ensure proper
recovery if needed 40% NIMOSIPN MTNY NIF' T
Use of operating systems and
applications which are under full
manufacturer's support (not in “end of DIV N7Y9N NIDWN WIn'y
life" state) 42%| DX %' NO'AN NNN D'R¥NIN
User malware download prevention (e.g.
Firewall, SWG — Secure Web Gateway)
or cloud-based security software 43%| D'wnnun T NPT TN NWan

Authentication of Sender ID (DMARC) for

TIX7 N7IWA NINT NIN'R

handling spam 45% "727 WNIT" DY DITTIMNN

Control over access to enterprises' nN2ann Nwn7 nwhaa nutY

network, by user filtering 47% D'YNNWN |11'0 NIV¥NXL

URL filtering by means of firewall, Secure

Web Gateway (SWG) or cloud-based

security software 50% D277 DINKY? DY NN

Security protection services for the

enterprises' email systems, including: 9"NIT NI>AWN7 N1AN 'Y

detecting and responding to spam and ANIT" 712101 1IN 1713 10700

malware (e.g. SEG, Mail Relay) 52% "ar

,01MDTY 12" PNYA Y DpTin

nwIn 75 10T Pninn Dnn TNRY

Having multiple updated backup copies, nij7'na xynai (Offline) paxn

with one offsite and usually offline 54% Ny

Strong password policy (e.g. periodical

password reset, minimum password

length policy, requiring combination of

letters, numbers and characters) 62% NIPTN NIXNO'0 NI T N7NN

Means of detecting and responding to

malware at endpoints and servers (e.g. NITAYA NIFTI 212'01 11727 'WXNX

antivirus system) 65% (0IN'1-'0IX :]120) D'MWI ¥R

Keeping systems up-to-date per

manufacturer's recommendation, or at a NN NIXOMA NINDTY 72V My

more frequent rate 68% ¥'n n¥7nn Dxknna
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